Components Registry and Repository Template for

XML Web Services Pilot Projects

Piloting the Use of XML Web Services in E-Gov Initiatives (Phase 1, June 2, 2003)

Components Technology Conferences (Quarterly starting June 26, 2003)
Amberpoint & ClientSoft

 (1) Company background and capabilities including participation in standards organizations. 

Amberpoint, Inc. www.amberpoint.com 

155 Grand Avenue Suite 404

Oakland, CA 94612

Phone: 510-663-6300

Jim Rice

Phone: 510-433-6575

Jim.rice@amberpoint.com 


ClientSoft, Inc. www.clientsoft.com 

8323 NW 12th Street, Suite 216

Miami, FL  33126

Phone:  305-716-1007

Jeff Lambert

Phone:  404-881-1054

jlambert@clientsoft.com 

Using Amberpoint’s Web Services Management Solutions, organizations can transform web services initiatives into Production-ready assets.
Amberpoint participates in the following standards organizations: 

- Founding member of OASIS Web Services Distributed Management (WSDM) Technical Committee

- Member of Web Services Interoperability (WS-I) Organization

- Member of Java Community Process

- Participant in OASIS Business Transactions Technical Committee, eGOV TC, and WS-Security TC.

Standards supported include: XML, SOAP & SOAP with Attachments, WSDL, UDDI, Non-Soap XML, XSLT, XPATH, HTTP, HTTPS, JMS, XML-DSig, XML-Encryption, XKMS, SAML*, WS-Security*, BTP *, EbXML* (* A future release).

ClientSoft is the leader in providing secure, high-performance legacy integration solutions for Microsoft .NET, Java, and Web services environments. Since inception, ClientSoft has provided innovative solutions to help enterprise organizations maximize investments in mainframe and midrange computing.

ClientSoft company background: http://www.clientsoft.com/aboutus/index.htm
(2) E-Gov pilot architecture

Amberpoint has an existing Govt customer within the DoD Intelligence community. Their system’s use of Web Services can not be described here.

ClientSoft’s existing Govt customer is Miami-Dade County:  http://miamidade.gov/.

A detailed description of their implementation can be obtain via web seminar: http://www.ebizq.net/expoq/events/event48.html

The pilot shows demo web services which are a collection of financial stock-quoting services:

· Lookup, Purchase, & Selling

· Management Services (Management Agent and Service Level Manager)

The re-usable XML Web Services components: 

· CICS Transactions enablement 

· Development

· Deployment

· Web Services Management including: 

· Security (Firewall, Traffic Confidentiality, Integrity, Authentication, Authorization, ), 

· Routing, 

· Logging, 

· Notification, 

· Service Level Agreements & QoS


Possibilities for interoperability with other vendors in Phase 2 will be determined at a later date, but could include existing management capabilities to interface with Network System management products, other Single Sign-On, Authentication (PKI, LDAP), Authorization (SAML, XACML) security (WS-Security) products, other Data access (MetaMatrix, Microsoft .NET, & J2EE web services solutions), and other Process Orchestration / Collaboration technologies.

(3) Demonstration of the pilot. 
A working implementation of the Amberpoint/ClientSoft demo has been deployed online at the following site: http:// Address TBD /AmberpointClientSoft/index.html.  The Demo illustrates many features and operations combining Web Services Management with Mainframe CICS transactions.  It includes additional detailed instructions, and details describing the Web Services included in the demonstration.

Please contact Jim Rice mailto:jim.rice@amberpoint.com or Jeff Lambert mailto:jlambert@clientsoft.com to arrange a detailed demonstration of the pilot.

(4) Supporting documentation. 

The working implementation of the Amberpoint/ClientSoft demo has been implemented using the various XML artifacts & specifications. They are located at: http:// Address TBD /AmberpointClientSoft/XMLArtifacts.html. 

Additional documentation can also be found at: 
Conclusive Technology

Note:  At the June 2nd  presentation we looked at the user experience of a secure form (using the SF424) and its signature and encryption.  For June 26 we will look at the secure web services architecture behind that demonstration - the components that are available to create secure web services, an example of a secure web service using those components (the service that creates the secure SF424 form) and how integrity of the service itself is assured.

1608 Spring Hill Rd,. Vienna, VA 2182 Tel: 703 734 3000

This template is available at http://www.conclusive.com/download/e-forms/26June_template.html 

(1) Company background (http://www.conclusive.com)

Conclusive's principal activity is the development of applied XML cryptography. It is currently a recipient of an Advanced Technology Program award from NIST to develop an encrypted XML database (NIST Award) and is currently participating in a Department of Defense IT exercise where its XML encryption technology is being used to manage the segregation of XML data across domain boundaries (JWID 2003)..

Conclusive has participated in the on-going work of the CIO Council as a contributor to the security discussion of web services as an emerging technology and as the principal author for the security team of the e-forms initiative. (http://www.fenestra.com/eforms/security/)

The company's current product offering is a secure web services architecture with a focus on secure XML based e-forms. Conclusive's technology uses XML signature and XML encryption to provide data security throughout workflow processes that cross domain boundaries.(http://www.conclusive.com/products/agent.jsp)

(2) E-Gov pilot architecture

The Conclusive product, TrustLogic, provides a suite of components to create highly secure web services. The server technology is a middle ware application that provides all the components required to create secure web services and a secure repository for those services. Applications call on TrustLogic to execute services using the web services model. The service components provided by TrustLogic include cross-domain PKI based authentication, hierarchical role-based authorization, XML encryption and signature, an XML forms repository, rule based policy enforcement, and a secure digital vault for maintaining proof of transactions. These components are used to create generic, or application specific services (architecture overview, 1Mb MS PowerPoint file).

As a secure web services architecture designed to handle sensitive data TrustLogic does not support anonymous exchanges and interfaces. TrustLogic's XML security is built around the concept of a secure context. An entity is authenticated (using PKI), authorized to a role, assigned an "assurance level". This information is held in a session specific mutually signed XML object that is used to confirm and authorize all subsequent XML exchanges in that session. This secure context is passed as a parameter in any call to a web service and used to verify the identity of the requestor, and their authorization. TrustLogic is a J2EE application. The interface to the services will be familiar to anyone who has used the JAX-RPC model. All the services (which are Java classes) are internally held as signed records in a database and that signature verified at run time to ensure the integrity of the web service. 

The heart of TrustLogic's e-forms architecture, is a secure e-forms repository which holds, for each e-form, an instance of the XML document, the XML Schema, the XML cryptographic instructions, and the XML presentation layer (which together build up the e-form transaction). Like the web services repository, the e-forms repository is an SQL compliant database in which each record that holds the XML documents that define the e-form, is signed, and that signature verified at run time to ensure the authenticity of the instance of the e-form. 

The TrustLogic architecture does not constrain the presentation alternatives for the e-form. The same XML content can have multiple presentations (X/HTML, XSL, SVG, WML, VoiceXML, etc.) as appropriate to the user's device for interacting with the "form". The presentation may be defined in a separate document to the e-form, in which case for whichever presentation is chosen, a hash of the presentation is held within the e-form transaction to prove which presentation was used.

(3) Demonstration of the pilot

The presentation will focus on the architecture of secure web services, looking beyond the web services interface to approaches to enhance the security, or trustworthiness of web services and how in particular how this relates to e-forms. The demonstration will look "behind the scenes" at the components of a web service that creates a secure SF424 form. 

(4) Supporting documentation

The supporting documentation will be updated in the days immediately prior to the demonstration, and will include the following, as well as an example of the secure web service that creates the SF424 form. 

SF424.xsd The Schema : this is a modified version of the first schema that was suggested, the modifications are to present some workflow and show the treatment of attachments.

SF424.xsl The XSL for the presentation of the XML to the user. It includes embedded JavaScript for internal logic to the form (essentially handling the checkbox choices)

SF424.xml This is a dummy test XML instance of the form content (generated by XML Spy from the Schema)
PureEdge Solutions

(1) Company background and capabilities including participation in standards organizations. Include URL(s) to Web site (s). This could be in the format of the UDDI Business Registry (UBR) “White Pages” (general information about a company’s name, address, contact information and identifiers), “Yellow Pages” (divides the company into various categories based on the products or services the company offers), and “Green Pages” (technical information about a company’s products, services and Web services).

PureEdge Solutions
4396 West Saanich Road
Victoria, BC
V8Z 3E9
Canada

1-888-517-2675 or
1-250-708-8000

http://www.PureEdge.com/

PureEdge XML forms-based process solutions are ideally suited to help government agencies meet the challenges associated with providing government services online.  Our solution is a secure, XML based electronic form.  Each of these components break down as follows:

Secure:  PureEdge has been certified by the JITC for DoD PKI interoperability (see:  http://www.fcw.com/fcw/articles/2003/0428/tec-briefs-04-28-03.asp). 

We are deploying under this model with the Air Force today (see: http://www.washingtontechnology.com/news/18_4/cover-stories/20774-1.html.)  PureEdge is also ACES certified and we have developed a CAM enable interface to comply with ACES requirements.  We are currently in production with and ACES solution using Verisign at the FTC for all Hart-Scott Rodino pre-merger filings.  PureEdge e-forms can be signed with any digital certificate which adheres to the X.509 IETF standard.  We support signature technologies of all major PKI vendors, including Verisign, Entrust, Baltimore and Netscape.

More information on PureEdge PKI interoperability and other security options (Clickwrap and authenticated Clickwrap) can be found at:  http://www.pureedge.com/products/products/signatures/
XML Based:  PureEdge adopted XML as the standard approach to it’s e-forms solutions in 1997.  We were the first recognized XML E-Form.  PureEdge has a long history with XML standards involvement.  Key contributions include:
Co-author of XML Signature specification

Cannonical XML Version 1.0 (http://www.w3.org/TR/2001/REC-xml-c14n-20010315 )

XML-Signature Xpath Filter Version 2.0 (http://www.w3.org/TR/2002/REC-xmldsig-filter2-20021108
Contributor to XForms 1 specification ( http://www.w3.org/TR/2002/CR-xforms-20021112/ ) PureEdge contribution includes specification of topological sorting algorithm and its application to automatic computations. 

Editor of XForms 2 specification.


(2) E-Gov pilot architecture (where are the re-usable components?, where are the XML Web Services?, where are the possibilities for interoperability with other vendors in Phase 2?, etc.). Include URL(s) to diagrams.

http://grants.ids.pureedge.com/E-Gov_Pilot_Arch.ppt


(3) Demonstration of the pilot. Narrative of what the pilot shows. Include URL(s) to instructions and functioning Web services.

http://grants.ids.pureedge.com/E-Gov_Pilot_Demo.ppt 

- Access pilot system through the main web page.
- Install client software using the ICS Deployment Server (only required once).
- Access the form catalog/repository.
- Select the SF424 form.
- Form should be displayed in the PureEdge Viewer plugin.
- Enter the ID “1234” located in the form.
- Press the populate button (this will populate the form through a Web Service).
- Complete form as required.


(4) Supporting documentation. Include URLs to XML artifacts (forms, XML Schema, WSDL, etc.) and other information to explain them.

Pilot Architecture
- http://grants.ids.pureedge.com/E-Gov_Pilot_Arch.ppt
Pilot Demo

- http://grants.ids.pureedge.com/E-Gov_Pilot_Demo.ppt
Grants.gov IDS Site
- http://grants.ids.pureedge.com
Viewer Docs
 
- http://grants.ids.pureedge.com/
XFDL Docs

- http://grants.ids.pureedge.com/
PureEdge Website
- http://www.PureEdge.com
PAGE  
1

