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I. Welcome, Introductions, and Background
Brand Niemann (EPA) welcomes the meeting attendees. Brand is the chair of the Web Services Working Group (http://www.web-services.gov). Presentation templates, minutes, and slides are available at the web site. No vendors are in any "special category", and this readiness assessment is relevant to all E-Gov initiatives.

Presentations are strictly limited to twenty (20) minutes, and should be focused on the template information.

Microsoft coined the term "web services". This is a set of standards that allow computers to communicate with each other via a network (typically but not limited to the Internet). One of the core standards is Extensible Markup Language (XML). XML's portability and rapid adoption throughout the industry make it the obvious choice for enabling cross-platform data communication. XML is a way to design a vocabulary for specific domains.

XML provides the foundation for the other core standards, such as SOAP, WSDL, and UDDI. SOAP is a messaging protocol. WSDL is a contract between the server and client processes. UDDI is a framework the defines an XML-based registry in which businesses can publish information about themselves and services they provide.

The concept of reusable components comes from deep historical trends in computer programming technology, which resulted in object-oriented technology becoming the prevailing design pattern in the 1990s. Components are a way to package objects and the services they provide. Objects model real-world entities; web services take advantage of this by making modular components available over networks.

Many complex software applications involve multiple computers performing different tasks. This is called "distributed computing". Web services improve distributed computing by using open, non-proprietary protocols. Web services are similar to EDI in the sense that they promote data exchange between computers, but they are simpler and less expensive to implement. Web services are more conducive to implement "loosely coupled" system.

Walt Houser asked if EDI meant X12 and UN/EDIFACT - Brand responded that yes, these are examples of EDI standards.

Brand described the advantages and challenges of web services - see slides #17-18. Brand provided a concise definition of web services - see slide #19. Brand provided a diagram that illustrates the essence of web services - see slide #21.

Web services enable a "service-oriented architecture", which comprises relationships between service providers, service brokers, and service requesters. Susan Turnbull (GSA) and Tony Stanco (George Washington University) are leading an initiative to promote service providers (such as software companies) to service requestors (such as E-Gov program managers). They are hosting quarterly conferences which will promote this "marketplace".

Brand described UDDI - see slides #26-28.

These standards facilitate many government priorities - so the government has a real interest in the software vendors implementing them.

The Web Services Working Group is part of the Emerging Technology subcommittee of the Architecture and Infrastructure Committee of the CIO Council. Brand described the organizational background of these groups - see slides #36-42.

II. Individual Vendor Presentations
A. Open GIS Consortium
Jeff Harrison (Open GIS) is presenting. Open GIS Consortium has 250+ members from industry, government, and university stakeholders. Delivers GIS information via open standards and web services.

NOTE: All vendor slides will be available at www.web-services.gov

The deliverables are: a working implementation of a portal, and an open (non-proprietary) standard for GIS services.

The portal is an aggregation point for existing services. It enables collaboration within communities of interest. The portal connects users and provides from all levels of government without limiting the solution to any one vendor. Flexibility in choice of tools, multiple vendors supporting initiative.

The portal includes the following major components: application services, portrayal services, processing services, catalog services, and authentication services. An integration framework ties all these services together.

Jeff demonstrated searching for web services, and overlaid multiple geospatial datasets on top of a single US Map (including city locations, weather information, and transportation). This allows users to generate maps from many different federal geospatial data sources.

The portal is also composed of multiple web service user-interface components.

Joe Chiusano (Booz Allen Hamilton) asked whether performance was a problem. Jeff responded that this can be an issue, particularly with extremely large datasets and slower internet connections or web service servers. However, the portal includes the capability to save and cache data to address performance.

Jeff demonstrated how the list of service requests can be saved so that you can recreate your view "context" at any time - even when they are based on multiple services and multiple requests.

The portal is not just a set of technologies - it allows communities of interest to form and share information. For example, a weather community is already forming around the weather GIS information that is shared via the portal. This system advances integration across multiple agencies.

Earl Warrington (IAE) asked whether the schemas were available - Jeff responded that yes, they are all available or linked to from the GIS portal website.

Tony Stanco (George Washington University) asked what the business model for this portal is - where is the revenue? Jeff responded that the government wants to publish its information; companies want to sell interoperable software to the government to facilitate this. Jeff also said that there are services within the GIS framework that facilitate e-commerce transactions for viewing and using geospatial information.

Owen Ambur (Xml.gov) asked whether there was a facility for registering quality and popularity of specific web services. Jeff responded that the portal registry includes these features. Owen asked why ESRI was not represented in the list of software vendors; Jeff responded that ESRI is working on a similar portal project.

Joe Chiusano (Booz Allen Hamilton) asked whether there were security considerations, and whether any of the GIS data were confidential. Jeff responded that there is a security layer in the service components, but it has not been used yet because so far all the published data are public. 

B. Adobe
Melonie Warfel (Adobe) is presenting along with Marcel Boucher (Adobe). Today Melonie will be demonstrating the integration of PDF and ebXML-based forms. The presentation includes Acrobat 6, Forms Designer, and Form Server for Reader (with extensions).

The first part of the demonstration will be on the form design phase. This design work is based on an ebXML registry. Marcel selected the SF-424 schemas from the registry, and saved them to his local workstation disk. Previously, these schemas were imported into the Designer and used to create a "template form" and a fillable-form PDF. Marcel showed the PDF, that includes and honors the schemas. Marcel registered the template form with the ebXML registry.

Next, Marcel demonstrated filling in the PDF via the Acrobat Reader plug-in. He demonstrated importing an XML file that conforms to the XML Schema directly into the form. He then demonstrated tying a field into a Microsoft web service to retrieve a D-U-N-S number from a company name. Acrobat also uses enumeration types XML schema to populate "valid choices" for drop-down combobox style data entry.

Joe Chiusano (Booz Allen Hamilton) asked whether the enumeration value was stored in the XML instance document, and Marcel responded in the affirmative.

Marcel next demonstrated how Adobe allows you to save response data as an "XDP file" - stands for XML Data Package. This includes the data in straight XML format. Melonie mentioned that this is similar to what the Australian archives do - wrap PDF inside of XML. Someone asked why the extension was XDP instead of XML - the response was that convention was used to launch the Acrobat application.

Finally, Marcel demonstrated submitting the response data XML document to the ebXML registry. The ebXML registry automatically catalogs the document and provides search facilities to the response data.

Joe Carmel (US House of Representatives) asked whether submission to a registry is possible through a button on a form - Marcel responded in the affirmative.

Sue Li (NIST) had a question about what security is on the form, in particular digital signatures. Marcel responded that Acrobat has the facility to connect to digital signature providers (such as Verisign and Entrust), as well as self-sign.

Owen Ambur (Xml.gov) commended Adobe for demonstrating interoperability with ebXML registries. Owen asked how many forms have schemas already designed for them - Marcel responded that it is becoming more prevalent. Owen said in his view, the federal government has not modeled enough of its forms in XML Schema. Marcel responded that it is possible to automatically generate a schema from a PDF form.

C. Digital Evolution
Al Lang presenting. Digital Evolution has been working on a government-to-government initiative for first responders. Three partners have been working on this pilot: 1) EnterpriseAir (provides an XML Forms and Web Services component for PDAs); 2) ObjectBuilders (provides a unique way to web service-enable applications; and 3) MetaMatrix (provides a comprehensive way to integrate multiple information sources via metadata).

This pilot focuses on incident reporting information, collected via a PDA. The key is to use web services to collect incident reports from the field, and then distribute them back to the field.

Digital Evolution has a history of providing web services consulting to private industry, and used this experience to develop three web-services products.

When an officer arrives at a scene the key questions are - what are the dangers here, and what procedures should be used. The pilot allows some descriptive information to be entered into a PDA, and then passed up seamlessly through web services to servers in police departments, including county, state, and federal authorities. The servers pass information back down to the PDA via web services to the officer to answer the key questions.

This pilot is working well in the local jurisdictions (including Anne Arundel County, Maryland), and is starting to expand its scope to the federal level.

Mark Raiffa (GSA, E-Gov PMO) asked a question about whether this was synchronous, asynchronous, or both - Al Lang responded that the design allows both.

Walt Houser (VA) mentioned that if he were a police officer, he would not wish to carry a PDA around, and that the human-computer interface issues were key to this. Al responded that there was a video interface for this pilot which streamlines the user-interface interaction.

Earl Warrington (IAE) asked whether there would be payload issues with a PDA. Al responded that the schemas are simple and the payloads are compressed, so this has not been an issue to date.

Owen Ambur (Xml.gov) commented that too many systems are designed without respect to records management, and commended Al for including this aspect in his presentation.

D. Conclusive
Matthew McKennirey presenting. Matthew used one of the SF-424 schemas, and a technology known as Extensible Stylesheet Language (XSL) to generate a view. He demonstrated a fillable form in a standard web browser, and provided response data through the keyboard, and added attached documents.

He then demonstrated validation using the XML Schema - two required fields were empty, and the validation informed the user of this. He then demonstrated client-side software from his company called TrustLogic that allows the user to sign the document (or portions of the document).

The response data (including the attachments) are digitally signed and digitally encrypted, based on security workflow instructions present in the XML document.

The authentication is based on a Public Key Infrastructure (PKI) system, and signatures are bound to the presentation and content via a context, which satisfies NARA archiving requirements. The digital signatures can be inspected at any point.

He then demonstrated how different authenticated users have different roles, and different roles have different permission and access levels. For example, some roles may be able to view portions of the submitted responses but not others. This is possible because different portions of the document are signed/encrypted separately.

Walt Houser (VA) asked where the business rules existed to automate the workflow. Matthew responded that the rules are stored in a policy database, and that this database includes pre-defined rules (such as Boolean rules) plus the capability to add user-defined rules using Java methods. Walt asked whether canonicalization was used, Matthew responded in the affirmative.

Mark Raiffa (GSA, E-Gov PMO) asked what the level of granularity was for the encryption and signatures, Matthew responded that this was user-configurable at any level.

Earl Warrington (IAE) asked whether Conclusive was using the E-Authenticate gateway - Matthew responded that they were not presently working with this, but they could - just as they work with other PKI and credential registries.

Joe Chiusano (Booz Allen Hamilton) asked what constitutes "building a form", and how tightly coupled a schema is to a form. Matthew responded that for each form, they maintain a schema, a presentation layer (SVG, XHTML, XSL-FO, etc.), an initial response dataset (an XML document that conforms to the schema), and workflow/security instructions. Matthew also described that the run-time form engine validates against an XML Schema as the responses are being provided. Matthew also described how form metadata can be cached for performance.

Mark Raiffa (GSA, E-Gov PMO) asked about the client - Matthew responded that the client is a Java application that performs all the security services, including encryption, decryption, signature verification, etc. Mark also asked whether someone could work offline - Matthew responded that this is possible, and that the form components are saved to the local workstation.

Walt Houser (VA) asked what version of the digital signature standard was being used - Matthew responded that the most current approved standard is used.

E. MetaMatrix


Michael Lang presenting. MetaMatrix provides an enterprise "virtual database" that brings disparate data stores together. This technology is based on the Object Management Group standard called MOF. Other principal standards leveraged: SQL, Java, XML, and XMI.

Federated data management must be based on standards. Today he will be presenting a web services based solution, but the underlying components work in any service-oriented architecture, including client/server.

The real problem with federated data management is mapping a general purpose XML schema to legacy underlying data stores in disparate formats. The heart of this problem is a metadata management problem.

MetaMatrix manages this metadata using a modeling tool and a modeling repository. A model contains data defining the characteristics of a system. The OMG Meta-Object Facility (MOF) standard (based on the Unified Modeling Language) provides the underlying technology for this to work. MOF is robust enough to model anything (including OODBMS object models, RDBS schemas, Data Dictionaries, XML Schemas, etc) and the relationships between these models.

MetaMatrix uses MOF to provide model driven information integration - integrating data from different physical data sources that use different models, and present them as one integrated and comprehensive system. This can be consider as a virtual database. All of the models and meta models are metadata - MetaMatrix provides a runtime engine that consumes this metadata, gathers data from multiple disparate data sources, performs and necessary transformations, and presents the results in one integrated view.

Michael illustrated how this metamodel driven approach can be used to map various E-Gov initiatives, including the Business Reference Model and the Homeland Security system integration effort. This allows multiple physical data stores to present a virtual view onto the data based on business lines.

He also illustrated how this approach is being used in the incident reporting pilot to gather criminal justice information from a variety of physical data stores from a variety of government agencies. This virtual database was then made available via web services.

Mark Raiffa (GSA, E-Gov PMO) asked a question about whether this was read-only, or read/write. Michael responded that the client/server service is read/write, and that the web service is currently read-only, but that read/write web service support will be available in the fall release of their product.

F. Microsoft
Susie Adams presenting. Susie is demonstrating a new Microsoft product called InfoPath (formerly known as XDocs). She created several different views of the SF-424 form - the first view is the "print fidelity" view, which looks like the paper form itself. But this view is not necessarily the best view for electronic reporting user-interface.

The second view is more tailored to screen display in a software user-interface. All views consume straight XML documents and are centrally based on XML schemas. The user can switch from one view to another, and the response data is displayed in all the views automatically.

Susie also demonstrated how views can be combined and extended to model agency-specific information.

She demonstrated how the user-interface features, and how they require no coding. She provided some response data, attached several attachments, and illustrated showing/hiding of form elements based on responses. She also demonstrated automatic validation based on XML Schema, and submitting response as straight XML document instances (conforming to the schema) via a web service.

Walt Houser (VA) asked whether the context-sensitive help was driven from the schema - Susie responded in the affirmative.

The demonstration web service simply drops the submitted file into a directory, but the server web service could be much more complicated - including posting data to databases, processing the data, triggering other web services, etc. Susie emphasized that all of this technology is completely standards-based.

The goal - to enable folks who are not developers to design forms. InfoPath allows you to generate a schema from a form, or a form from a schema. InfoPath also integrates into standard Microsoft Office features, such as the spell checking facility.

Joe Carmel (US House of Representatives) asked whether the views were based on XSL - Susie responded in the affirmative.

Susie then demonstrated how InfoPath integrates with UDDI - the web services are standard SOAP/WSDL and can be registered with any UDDI registry.

Owen Ambur (Xml.gov) commends Microsoft for sending a clear signal to the market that vendors can enhance their position through open standards, and should move away from proprietary closed formats.

Susie mentioned that Microsoft is working with OMB to build an InfoPath e-form for the 300 exhibits.

G. ObjectBuilders
Ravi Igbal (ObjectBuilders) presenting. ObjectBuilders creates applications based on XML metadata, using their LiveXML format.

Integrated workflow and active content drive the form from data entry through the entire process. He will be demonstrating multiple deployment styles, multiple presentation views, and the form throughout the entire workflow process.

Ravi demonstrated filling out the form in a web browser, including dynamic validation using web services, and dynamic lookup via web services. He also demonstrated a wizard-style interface, which illustrates the power of electronic forms and multiple presentation views. Finally, he submitted the responses to a server via web services.

Bob Fitzpatrick (FileNet) then demonstrated how to access the submitted content on the server using the FileNet workflow servers. He demonstrated common workflow steps, such as review and approval. FileNet facilities provide capability to manage and design workflow (the workflow is managed in an XML document, based on the Workflow Management Coalition standards).

Ravi then demonstrated how the application is driven from metadata in a "live" way, which means that the application's metadata can be modified at run-time on the fly, and these dynamic changes will modify the application's behavior. This design is based on a model, which is also persisted using XML.

H. Sand Hill Systems
Krishna Srinivasan presenting. Sand Hill is focused on the "capture" and "process" stages in the e-forms lifecyle.

The capture stage includes support for multiple transport protocols, multiple e-forms vendors with different XML formats, system-to-system interface, and security (including digital notaries). 
The process stage includes support for extracting and consolidating information, data validation, submission (including partial submission and resubmission).

Sand Hill abstracts the submission process so that submission servers can be configured using profiles, definitions, and other metadata. The server engine includes support for submissions via fax, XML, and email - plus integration for backend use that allows data users to access the response data in their own format. The server also supports requests for submission history of each submitted response dataset.

The server configuration allows you to design a workflow for "catching" response data submitted from various e-forms packages, such as PDF, Microsoft Word, etc. This metadata also includes a mapping facility to map submission data into alternative formats. The server's services are completely surfaced via web services, which allows them to be integrated into many different clients, including standard HTML forms.

The server allows end-users to track and view complete status information, including general totals all the way down to individual submission details.

Owen Ambur (Xml.gov) asked whether the Sand Hill server supports WebDav - Sand Hill responded that they are looking into implementing this technology in a future release. WebDav supports versioning and access control metadata, so might be useful in this context.

Lunch Break
III. General Questions and Discussions
Mark Raiffa is here representing the GSA E-Gov office. His two main questions are on how to interface with existing legacy systems, and how to architect a comprehensive security solution. Mark is also interested in how initiatives can tap into new technology without reinventing the wheel.

Joe Chiusano is a member of the "E-Forms for E-Gov" pilot Schema sub-team. He reports that the sub-team conducted a robust discussion on schema design conventions, including naming conventions, global versus local types, etc. Now they are focusing on higher-level issues - such as the technical benefits XML Schemas provide. Joe participates in a number of standards committees, and works for the E-Grants initiative, and developed the SF-424 schema that was used by many of the presentations today.

Walt Houser is here representing Department of Veteran Affairs. He is particularly concerned about extremely long government forms conducted online on web pages - and wants the capability to furnish information offline. He is also concerned that the government collects the same information from the same people multiple times.

Art Saenz is here representing National Science Foundation.

Margaret McElrath, representing OPM, is especially interested in thin-client versus thick-client issues, and prefers thin-client. She's particularly interested in client distribution issues with the federal government.


Marty Biggs, representing Department of Energy. He is involved in an R&D portfolio management initiative, and is particularly interested in leveraging XML in his project.

Dan Twomey, representing IAC.

Mary Ellen Corridore, representing IRS. Expanding electronic tax products for business - including an Internet EIN application process. She has particular concerns about web services and security, because they have strict confidentiality requirements. She also expressed concern about the logistical difficulties of bringing web services online in large-scale existing infrastructure. Peter Masar, also representing IRS, is very interested in the new XML products in the marketplace.

David Issac, a contractor representing the E-Grants initiative. Their concerns are varied. They require a batch agency interface, and they wish to facilitate a marketplace of front-end solutions. This would enable software vendors to integrate into the grants process while still adding value-added grants management facilities. Security is a key component to enable this. Mark Raiffa suggested that E-Grants talk to the Geospatial One-Stop initiative on this.

Owen Ambur, co-founder and co-chair in the XML Working Group. The two principal ideas on which the XML WG were founded are rendering government forms in XML, and building metadata tags into documents for records management. Owen's main concern are cultural issues within the federal government that impede adoption of these technologies.

John Kane, representing NARA. Building an e-form for transferring records to NARA. According to John, the easy part has been designing the schema - the hard part is integrating this into the NARA work process. These schemas were developed under the auspices of the E-records initiative. John believes there is an active "Darwinian process" occurring right now, where the stronger technologies and standards are going to be winning out, and where the weaker ones will be winnowed.

Owen thinks that agencies should be pushed to focus on building in metadata for records management for all new IT investments. There already is a requirement on the books to do this, but according to Owen, it is widely ignored.

Brand Niemann observed that the E-Forms for E-Gov pilot should select military in addition to civilian forms.

Walt Houser observed that HIPPA is already addressing many of the difficult security and use rights management issues that touch on e-forms.

Shula Markland is with HUD. She manages an enterprise architecture management system that is in use in 30 agencies. She's particularly interested in how schemas can be used to map to the different reference models. Discussion ensued about how XML Topic Maps and Resource Definition Framework provide the semantic backdrop for schemas.

John Still, representing OPM. Working to simplify the process, and has a vendor who is building a website to facilitate this. Owen Ambur is particularly interested in the OPM work because it is based on people, and people cut across most initiatives.

Sue Li, representing NIST. Part of the electronic standards working group with E-Grants, and is interested in seeing how these technologies and standards fit into their own grants management process. Owen Ambur observed that he believes there are data elements and schemas that are unique to government, and requested that NIST invest in identifying these.

Jay DiSilvestri, representing Corel. He discussed how the SVG standard could be used to provide a thin-client user-interface for e-forms.

Tony Stanco, representing the Cyber Security and Policy Research Institute from George Washington University. He is focused on open source projects to facilitate e-government. He is currently putting together a Component Technology Conference Series - because he believes that for all of this to work, many different communities need to be brought together. He is trying to build a self-sustaining ecosystem to accelerate fundamental change. Tony is also investigating how to use the SBA SBIR funding mechanism to incubate e-government pilots - this way the government can purchase the successful results from these R&D investments.

Owen Ambur suggests that the component technology templates feed into the Emerging Technology Subcommittee work.

Brand Niemann described an effort within the Components Subcommittee that will produce a high-level component-based architecture for e-government.

David Issac asks whether establishing a common schema is a roadblock for e-Gov initiatives. Brand Niemann responds that there are many efforts to harmonize schemas like this within the federal government, such as the Justice project headed by Ken Gill. Other initiatives can leverage existing legacy data dictionaries and models. Brand Niemann also observes that XML Schema is just the beginning - and the semantic web technologies are next.

Joe Chiusano mentioned that the ebXML registry standards body is building core component XML serialization standards, for core components such as addresses. These core components will be registered and available for use within e-government initiatives.

Rick Rogers mentioned that today's discussion was missing any mention of Section 508 accessibility requirements. Brand Niemann mentioned that technologies such as GH Braille Player will facilitate these accessibility requirements.

Marty Biggs mentioned that the workflow management issues were of particular interest to him. The concepts of submission and resubmission are issues that his project will need to address. Also, working on documents in "draft" stage before they are submitted is a key requirement.

Brand Niemann said phase two of the pilot would focus on cross-vendor collaboration and integration, and advanced semantic capabilities such as business support.

Dan Twomey asked about the Return on Investment (ROI) for pilots, and whether pilots were required to use the technology that they are proposing. Brand Niemann responded with the successful example of the Business Compliance One-Stop (BCOS), and how it developed a new business case that leverages four of the XML Web Services Working group pilot. This illustrates the real-world value of the pilots that have been conducted so far.

Break
IV. Discussion (Federal Attendees Only)

Notes on Flips Charts

Parkplace:

1. XDP (XML?)

2. Adobe demonstrate Form – to – XSD on June 26th 

3. E-Authentication in next phase.

4. Attachments to XML files.

5. Forms beyond SF424?

E-Gov Initiatives, etc. Represented

1. GSA 5

2. Veterans Administration

3. NSF

4. EHRI (OPM)

5. ePME (DOE)

6. IAC

7. IRS

8. XML.GOV Working Group

9. E-Forms for E-Gov Pilot

10. NARA

11. Corel

12. HUD

13. e-Payroll

14. NIST

15. George Washington University
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