May 12, 2003

Components Registry and Repository Template for

XML Web Services Pilot Projects

Piloting the Use of XML Web Services in E-Gov Initiatives (Phase 1, June 2, 2003)

Components Technology Conferences (Quarterly starting June 26, 2003)
General Instructions: All four standard fields of the template need to be completed with narrative and URL links while fitting within a single standard page size and can be provided in word processing, PDF, HTML, or XML formats. Completed templates need to be submitted one week before the event date to be distributed for review by those doing the assessment of readiness, but can be revised for handout and posting to the vendor’s Web sites after that. The order of the verbal presentations will be based on a random drawing of those attending the event.

Standard fields:

(1) Company background and capabilities including participation in standards organizations. Include URL(s) to Web site (s). This could be in the format of the UDDI Business Registry (UBR) “White Pages” (general information about a company’s name, address, contact information and identifiers), “Yellow Pages” (divides the company into various categories based on the products or services the company offers), and “Green Pages” (technical information about a company’s products, services and Web services).

(2) E-Gov pilot architecture (where are the re-usable components?, where are the XML Web Services?, where are the possibilities for interoperability with other vendors in Phase 2?, etc.). Include URL(s) to diagrams.

(3) Demonstration of the pilot. Narrative of what the pilot shows. Include URL(s) to instructions and functioning Web services.

(4) Supporting documentation. Include URLs to XML artifacts (forms, XML Schema, WSDL, etc.) and other information to explain them.

(5) Lessons learned and suggestions (optional).

Open GIS Consortium

(1) Company Background 

Name: Open GIS Consortium (OGC); Description: OGC is an international industry consortium of 257 companies, government agencies and universities participating in a consensus process to develop publicly available geoprocessing specifications; Contact Information: Jeff Harrison, Executive Director, Program Development, tel: + 1 703 491 9543, email: jharrison@opengis.org, http://www.opengis.org.

(2) E-Government Pilot Architecture

The Geospatial One-Stop project makes it easier, faster, and less expensive for all levels of government and the public to access geospatial information. Geospatial One-Stop (GOS) is one of 24 E-Government initiatives to enhance government efficiency and improve citizen services. The GOS Portal is an online access point to a distributed collection of services that provide geospatial data or relevant functionality. The GOS Portal is designed to provide a common utility across all the Lines of Business in the Federal Enterprise Architecture (FEA), providing an online Web Service supporting access to geospatial data and services.

The GOS Portal architecture is available at http://205.153.241.65/gospi/portal/architecture.html.  This architecture leverages open, non-proprietary specifications for interoperability and implements a multi-vendor approach.  In this approach, Web-based geospatial data and services are accessed across distributed service components defined as open interface specifications (OGC Web Services).

(3) Demonstration of the Pilot 

A working implementation of the GOS Portal has been deployed online at the following site: http://205.153.241.65/gospi/portal/index.html.  The Portal provides many features and operations that enable access to geography content across the United States and internationally. Tools and applications are included that enable users to: 

· discover, access, share and organize geospatial information and content; 

· publish your own geospatial information and content so that others may be provided access; and, 

· develop or use other applications, including E-Gov web sites, to access content via the Portal. 

Access to geospatial data and services are provided using the Internet.  The Portal enables users from the web browser on their desktop to discover, evaluate, order and obtain geospatial products or services offered by hundreds and hundreds of distributed suppliers.  For examples of accessing distributed Web Services using the Portal click, on the “Featured Maps” links on the Portal Home Page.  Additional instructions are available at the “Getting Started” section of the Portal Home Page.

(4) Support Documentation

The GOS Portal has been implemented using specifications developed by the OpenGIS Consortium (OGC) and the National Spatial Data Infrastructure (NSDI). The NSDI encompasses policies, standards, and procedures for organizations to cooperatively produce and share geographic data.  A listing of standards and specifications used to develop the Portal, including links to OGC Web Services specifications and XML Schemas, is located at http://205.153.241.65/gospi/portal/standards.html.  OGC maintains repositories of open specifications and schemas at http://www.opengis.org/techno/implementation.htm and http://schemas.opengis.net/.

Adobe
(1) Company background

http://www.adobe.com/government/main.html
(2) E-Gov pilot architecture

• PDF – Adobe’s published portable document file format.

• Adobe Acrobat Reader – Free client software to view / interact with PDF documents

• Adobe Form Designer – Adobe tool for developing sophisticated forms

• Adobe Document Server with Reader Extensions – Enables documents and forms to

permission reader with enhanced capabilities such as sign and save.

• XML Registry – ebxml registry repository – implementation of the OASIS spec which

enables XML schema and related documents and objects to be reposited and cataloged.

• Google Spell Checker - Web Services based spell checker

• Duns Lookup Engine – Simple web services example developed by Adobe to look up and

return a number corresponding to an organization name

• SOAP messaging – Used to “talk’ with the web services directly from the PDF form

using reader.

• XDP – An Adobe technology that wraps a PDF with an XML representation all the

requisite information and data contained within the PDF.

(3) Demonstration of the pilot.

Applicant

• Finds Form Template in registry via registry browser

• Downloads and opens with reader

• User fills form in supported by

  Web Service Example (Google Spell Checker)

  Web Service Example (DUNS Lookup)

• User completes, signs, saves form locally

• Submit form back to registry via registry browser.

Designer

• Locates XML schema in registry using registry browser

• Downloads and imports into form designer

• Designs form template using schema for rules, data format / validation, etc.

• Produces XML enabled PDF using XDP

• Reposits form template in registry using registry browser

(4) Supporting documentation.

To be provided at a later date

(5) Lessons learned and suggestions (optional).

To Be provided at a later date

Conclusive Technology

(1) Company background (http://www.conclusive.com) Conclusive Technology was created in 2002. It is an employee owned company based in Tysons' Corner. Its principal activity is the development of applied XML encryption technology. It is currently a recipient of an Advanced Technology Program award from NIST to develop an encrypted XML database NIST Award (http://jazz.nist.gov/atpcf/prjbriefs/prjbrief.cfm?ProjectNumber=00-00-5022) and is currently participating in a Department of Defense IT exercise where its XML encryption technology is being used to manage the segregation of XML data across domain boundaries (JWID 2003 http://www.jwid.js.mil/index.html).
Conclusive has participated in the on-going work of the CIO Council as a contributor to the security discussion of web services as an emerging technology and as the lead and principal authority for the security team of the e-forms initiative.(http://www.fenestra.com/eforms/security/)

The company's current product offering is focused on secure XML forms that can be used in a cross-domain environment. (http://www.conclusive.com/products/agent.jsp)

(2) E-Gov pilot architecture

The Conclusive product, TrustLogic, is designed to provide a suite of services to create a highly secure web services architecture. The server side technology is a middle ware application which provides all the components required to create secure XML web applications (PKI based authentication components, hierarchical role-based authorization components, XML encryption and signature components, XML forms repository, rule base policy enforcement, secure XML digital vault, etc.) These components are used to create generic, or application specific services which interact with the applications by passing XML objects back and forth, including e-forms. (architecture overview).(architecture overview 1Mb PowerPoint file).
As a secure web services architecture designed to handle sensitive data TrustLogic does not support anonymous exchanges and interfaces. TrustLogic's XML security is built around the concept of a secure context. A party is authenticated (using PKI), authorized to a role, assigned an "assurance level" and this information is held in a session specific mutually signed XML object that is used to confirm and authorize all subsequent XML exchanges in that session. A call to a service consists of the XML content document, the parameters specific to the service, and the XML context. TrustLogic is a J2EE application. The interface to the services will be familiar to anyone who has used the JAX-RPC model. All the services (Java classes) are internally held within signed records in a database and that signature verified at run time to ensure the integrity of the web service. 

TrustLogic's e-forms architecture is built around the concept of an e-form transaction that includes <Context/> (of the specific session), <Content/>,<Security/> (signature and encryption instructions),< Presentation/>,< Workflow/>, and <Messaging/>. All these other parts of the e-form transaction are critical to ensure the reliability (the "trustworthiness") of the XML document (anatomy of an e-form).

For the e-forms architecture, the heart of the system is the e-forms repository which holds, for each form, an instance of the XML document, the XML Schema, the XML cryptographic instructions, and the XML presentation layer (which together build up the e-form transaction). The e-forms repository is an SQL compliant database in which each record that holds the XML documents that define the e-form, is signed, and that signature verified at run time to ensure the authenticity of the instance of the e-form. 

The architecture does not constrain the presentation alternatives, the same XML e-form can have multiple presentations (HTML, XSL, SVG, WML, VoiceXML, etc.) as appropriate to the user's device for interacting with the "form". Whichever presentation is chosen, a hash of the presentation XML is held within the e-form transaction to prove which presentation XML was used. The presentation XML can be a separate XML document.

(3) Demonstration of the pilot

The demonstration shows a simple workflow scenario built around the SF424 form. An applicant completes the form and attaches separate technical proposal and budget files (in any format). The applicant signs the content of the form, including the attachments. The proposal, budget, budget information, and any explanation of prior delinquency, is encrypted. The technical proposal is encrypted for the Reviewer, and other data for the Program Officer (the Program Officer role has been designated as hierarchically superior to the Reviewer role so that the Program Officer will be able to access any data encrypted for the Reviewer). After the application has been submitted, the following roles in the workflow will log on, retrieve the application and its embedded attachments, verify the signature(s), and add their comments which will be signed and encrypted.

TrustLogic does not have any form "viewer" technology. The user interface is a "standard" web browser. In this demonstration the XML user interface, the <Presentation> is provided through XSL and Javascript. The e-form file format is XML which complies to W3C Schema. Client side schema validation is provided by Java open source community technology (Xalan). XML signature and XML encryption conform to W3C recommendations.

(4) Supporting documentation

SF424.xsd (http://www.conclusive.com/download/e-forms/sf424.xsd) The Schema : this is a modified version of the first schema that was suggested, the modifications are to present some workflow and show the treatment of attachments.

SF424.xsl (http://www.conclusive.com/download/e-forms/sf424.xsl)The XSL for the presentation of the XML to the user. It includes embedded JavaScript for internal logic to the form (essentially handling the checkbox choices)

SF424.xml (http://www.conclusive.com/download/e-forms/sf424.xml)This is a dummy test XML instance of the form content (generated by XML Spy from the Schema)

Digital Evolution
(1) Company background

Digital Evolution, established in 1998, is a first mover in Web-Services technologies. We have successfully implemented Web-Services projects across more than 40 customers. From our many projects we designed, developed and began shipping in the fall of 2002 three unique Web-Services products – the DE Management Server, (MS), Management Point, (MP), and SDK. Please use www.digev.com, and http://www.digev.com/comp.asp?currentPage=comp to access our company’s history.  We recognize the importance of working closely with standards organizations; we belong to the following standards organizations: OASIS, WS-I, and W3C. Contact Information: Al Lang, alang@digev.com, 202 320 6202.
(2) E-Gov Pilot Architecture
Our government-to-government E-Gov initiative is closely related to the SAFECOM Project of DHS and will demonstrate how collaboration across federal, state, and county levels can be facilitated. Digital Evolution has teamed with MetaMatrix to use the DOJ’s Rap Sheet XML schema, and will Web Service enable with our second partner, ObjectBuilders, a County Police application – the correlation of Crime Incident Reports with Rap Sheets. Together with our third partner, Enterprise Air, Digital Evolution will create a secure, manageable Web Service for law enforcement 1st responders, which will be re-useable across all law enforcement 1st responders, because it will be based on the DOJ’s Rap Sheet XML Schema and on security standards, e.g., SAML.
(3) Demonstration of the pilot

The pilot proposal, which Digital Evolution will present at the June 2nd conference, will collect crime incident data from an Anne Arundel County, Maryland, law enforcement 1st responders’ PDA, using an XML form and linking securely through DE’s Management Point to a Server. The server will have a Web-Services enabled application to correlate the data to Rap Sheet data, which is based on the DOJ’s XML Schema. The results of the application are passed to the PDA as well as linked to an MP at the DOJ, for further correlation. The results are passed to the County and to the PDA. This process is managed by DE’s Management Server to ensure the results are securely transmitted/received. 
(4) Supporting Documentation

We direct you to the DOJ’s Rap Sheet Schema: http://it.ojp.gov/jsr/public/viewDetail.jsp?sub_id=94&jsessionid=2734181053634420146We will link multiple levels of government, using Web Services and developing reusable components. All of the components exist to do this pilot. Since, this is a proposal for a pilot we cannot point you to existing XML artifacts.

MetaMatrix
(1) Company Background
Company Name:
MetaMatrix, Inc.

Address:
    
13408 Straw Bale Lane

Darnestown, MD 20878

Primary POC: 
Ed Fakler, Vice President Federal Sales 

301-208-6622

efakler@metamatrix.com

Website: 
   
 www.metamatrix.com
MetaMatrix uses metadata and a standards-based, model-driven approach to Enterprise Metadata Management & Integration. Using MetaMatrix, organizations can easily discover, model, and share information assets as well as seamlessly integrate those information assets throughout the enterprise. Of particular relevance to the XML Web Services WG, is the ability to model XML schemas and wire them to physical data sources to produce XML documents. The benefits include decreased operational costs by identifying and reducing redundant information sources, decreased development costs, and decreased development time for new applications.  
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The MetaMatrix product is based on two primary technologies: MetaBasea metadata management system, , and an integration server, the MetaMatrix Server as depicted in the illustration to the right.

MetaMatrix participates in OMG’s CWM, XMI and MOF task forces and Mike Lang, MetaMatrix’s EVP of Development, participates with the IAC as the primary author of the IAC’s DRM White Paper.
(2) E-Gov pilot architecture 

MetaMatrix’s current pilot scenario models and maps an the RapSheet XML schema, an example created by the DOJ to demonstrate reuse of datatypes defined by the all-encompassing JXDD (Justice XML Data Dictionary), from the Dept. of Justice’s Global Data Dictionary from several hypothetical disparate data sources for arrest records at the county/city level to a single virtual source of arrest records at the state level.to some hypothetical state and county arrest record data stored in disparate data sources. Stored queries to the virtual state source can be defined and WSDL generated from these queries, so that the disparate data can be accessed in real-time via a Web Service layered on top of the MetaMatrix Server. A reference to the WSDL can be registered with the The WSDL is generated and is then exported to XML Collaborator’s UDDI registry.  which exposes the XML document as a web service. The scenario is documented in the presentation posted to the Web-services website: <http://www.web-services.gov/Homeland%20Security%20Pilot%20-%20Overview%20Presentation%20%205-7-03.ppt>
(3) Demonstration of the pilot. Narrative of what the pilot shows. Include URL(s) to instructions and functioning Web services.

Please contact Ed Fakler (contact info above) to arrange a demonstration of the pilot.

(4) Supporting documentation: http://www.web-services.gov/

Homeland%20Security%20Pilot%20%20Overview%20Presentation%20%205-7-03.ppt
Microsoft

(1) Company background

Microsoft (Nasdaq "MSFT") is the worldwide leader in software, services and Internet technologies for personal and business computing. Microsoft was founded as a partnership on April 4, 1975, by William H. Gates III and Paul G. Allen, and incorporated on June 25, 1981. Headquartered in Redmond, Wash., the company operates subsidiary offices in more than 60 foreign countries and employs nearly 49,000 people worldwide. For more information about Microsoft's operations, see the About Microsoft page.

(2) E-Gov pilot architecture 

Today government agencies are often forced to rely on a variety of inefficient, error-prone ways to gather data including paper, electronic forms, email, and custom built in-house solutions making information difficult to share or reuse.  Because of the difficulty of extracting and reusing information from these applications or tools, agencies must often re-type information leading to data entry errors and inefficient business processes.  InfoPath helps streamline this process by allowing agencies to create flexible, dynamic forms that capture the information they need in a timely and efficient manner. Because InfoPath supports any customer-defined XML schema and integrates with XML Web services, the information collected can be integrated with a broad range of agency business processes.   With InfoPath, information workers can now directly interface with enterprise resources through XML Web services, making InfoPath a smart client for XML Web services.  

InfoPath enables the creation of rich, dynamic forms that teams and organizations can use to gather, share, reuse and manage information.

· InfoPath supports native XML defined by a customer schema, allowing agencies to define how they want the gathered data to be structured, lowering development costs. 

· InfoPath provides built-in support for XML Web services, so information gathered in InfoPath can be integrated readily with existing databases and servers.  

· InfoPath enables people to work with forms as they do documents, with word processing functionality such as rich text formatting and spell checking, and the ability to work with forms while not connected to a network.

· InfoPath offers the familiar Office user interface, which means that end users will require less training to adopt InfoPath.

· InfoPath requires little to no coding to create rich and dynamic forms, increasing flexibility to changing information needs and saving development time and expense.

(3) Demonstration of Pilot
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The InfoPath E-Grants pilot demonstration highlights how easy it is to develop solutions for applicants to fill out and submit grant applications and for agencies to process and work with this collected information.  The InfoPath e-grants prototype shows how you can leverage existing schemas for data collection using the core grant SF-424 schema as well as agency-specific data elements such as the PHS398 form.  The solution also takes advantage of InfoPath’s support for  multiple views and the familiar Office user interface to help users gather information more flexibly and accurately as well as views that are identical to the forms as they exists today. Additionally, with this solution, after the applicant enters the Grant information, they can attach supporting documents and submit their application to the agency for processing through an XML Web service.  


(4)  Supporting Documentation

http://www.microsoft.com/office/infopath
ObjectBuilders

(1) Company Background

ObjectBuilders products have been used to create sophisticated applications solving critical business challenges in Global 2000 companies for over ten years. ObjectBuilders’ LiveXML allows applications to be developed and represented entirely as a set of XML documents that are "played" on any platform and can be maintained and enhanced using any standard XML editor. Applications we assemble without code, offer unprecedented levels of reuse, interoperability/integration and change management and almost unlimited deployment options. Next generation internet applications will need Rich Client functionality over a thin pipe, the ability to rapidly assemble applications from reusable components and have user enabled change management built into the application. These are strengths of our product. We will work with Oasis and the standards community to make LiveXML the leading standard for representing applications in XML. 

ObjectBuilders will team with FileNet on this pilot. For over 20 years FileNet has helped organizations manage the content and processes that drive their business. FileNet’s Enterprise Content Management and Business Process Management solutions allow customers to build and sustain competitive advantage by managing content throughout their organizations, automating and streamlining their processes, and providing the full-spectrum of connectivity needed to simplify their critical and everyday decision making. 

(2) E-Gov pilot architecture 

LiveXML technology will be the XML presentation technology used to represent data entry interfaces as well as agency specific form validation and administrative interfaces.  This allows for robust application style interfaces to be represented completely in a device independent XML format, and be dynamically rendered to any of a series of environments, technologies and platforms. LiveIntegrator will be used for WYSIWYG manipulation of the user interfaces as well as the application functionality. FileNet will provide fully customizable, robust architecture for the back-end workflow management. LiveXML forms will be managed as active content within FileNet’s ECM solution, providing check-in and check-out configuration management functionality.

(3) Demonstration of the pilot
The pilot will demonstrate form SF-424 represented in LiveXML technology. The LiveXML user interface will aggregate data from web services and other sources and present a composite user interface. With the use of this technology, the user will be given the opportunity to select the interface that best suits their needs.  This will range from a simple web based form to a robust wizard style interface that can be used in disconnected or occasionally connected environments. A myriad of deployment options are available as they are dynamically generated from the source LiveXML document. Users will use the interface to interactively fill in the form information and decide where to submit the form. The form data will then be submitted using the SF-424 schema, with relevant attachments, and will be routed through FileNet’s workflow engine to the corresponding agency. A more robust agency specific LiveXML user interface will be presented to the decision maker at the agency, again aggregating relevant data and allowing for decision making actions to be executed at the form. The LiveXML form will submit the data to the FileNet BPM, and based on decision, will route the data to the next appropriate location. The Pilot will demonstrate extensibility, and modifications will be made during the demonstration to both the business process workflow as well as the form itself.   

(4)  Supporting Documentation

SF-424 schema http://www.web-services.gov/sf424andXMLCollaborator.ppt SF-424 form http://www.fenestra.com/eforms/downloads/sf424.pdf  FileNet Business Process Manager brief http://www.filenet.com/English/Products/Business_Process_Manager/
ObjectBuilders Brief http://www.objectbuilders.com/Site/Vision_White_Papers.shtml
Sand Hill Systems
(1) Company Background

Sand Hill Systems is a firm specializing in E-Forms servers for government and business applications.  Sand Hill Systems has active strategic relationships with Intel and Microsoft.  Our products have been engineered from the ground-up with XML and Web services to simplify integration into related business systems and processes, and we are committed to furthering open standards for information interchange through our active membership in the Open Applications Group.  

URL: http://www.sandhillsystems.com
Introduction to SubmitIT Server

SubmitIT Server is a next-generation, collaborative forms-processing platform that enables government and business to rapidly deploy cost-effective forms-processing solutions.  The SubmitIT Server provides an off-the-shelf solution that works in conjunction with current Web servers, extending their simple HTML form functions with a robust set of electronic forms-processing capabilities.  The SubmitIT Server can capture and process data submitted as XML, PDF, PureEdge, Word, Excel, InfoPath, or fax image through a variety of means including Web services, Web upload (http “post”),  and e-mail (SMTP).  The SubmitIT Server extracts the data out of the documents, converts it to standard XML, performs data validation, and routes the data to the line of business application.  

(2) E-Gov Pilot Architecture

· The SubmitIT Server, which receives electronic forms in a variety of formats through an XML Web-services interface (note: http post and e-mail interfaces are also available) and processes them.  The SubmitIT Server is an off-the-shelf, reusable component built on a component-based architecture.

· The SubmitIT Server management console, which is a tailorable set of Web pages that use the SubmitIT Server’s Web-services interface to configure the product.

· An optional complex workflow and integration server, which extends the capabilities of the SubmitIT Server for business applications that must move forms through a complex process, involving data interchange with multiple external organizations or legacy systems.  The Pilot uses Microsoft BizTalk Server, which supports Web services and XML for workflow definition, work item submission/processing, and system integration.  

(3) Demonstration of the Pilot

· The use of an off-the-shelf server component for E-Forms processing as an alternative to expensive, custom-coded Web-database applications.  

· The use of Web services to support both person-to-system and system-to-system interfaces for E-Forms submission and management, which reduces system complexity and increases consistency.

· Receipt of forms in a variety of standard and proprietary formats and conversion to XML for routing and processing, which speeds the adoption of XML while protecting past investments in other technologies.

(4) Supporting Documentation

The Pilot takes the sample E-Grants business case which all are familiarize with.  The sample forms used here are SF424 – the core Standard Form for Grant application.  The Word and PDF documents are taken from the OMB web site, and the InfoPath forms are created by us.  In addition, the XML schema distributed by the Pilot team is used. 

(5) Lessons Learned & Suggestions

· XML Web services are sufficiently mature for E-Forms processing because E-Forms do not rely heavily on dynamic binding and other advanced Web-services features.

· Work is needed to standardize E-Form envelopes/manifests to enable E-Forms to be more easily routed.

· Users are frustrated at HTML form limitations and adopt fillable E-Forms quickly when given the option to do so.

· There is a lot more to E-Gov besides E-Forms, but E-Forms are very important nonetheless.

· The E-Authentication gateway is critical to facilitate the secure submission of E-Forms for E-Government.

· E-Forms are a natural fit with many government processes because they work well when there is a substantial amount of information to be collected or a substantial amount of processing and analysis to be performed.
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