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Any data, any device, wireless and live!








DATA INTEGRATION

WITH ‘NOVAHEAD’ TECHNOLOGY

ABOUT ‘NOVAHEADinc’:
NOVAHEADinc is a Phoenix-based software development company founded in 1999.  The founders of NOVAHEAD observed that hardware was changing constantly; therefore, leading edge software had to be flexible and capable of delivering more content from existing and ever changing data formats.  They saw that more customers were planning integration of wireless capability in their business solutions.   With these realizations Xponential Server was developed over a three-year period using open standards.

The NOVAHEAD founders, in addition to their key employees, are all highly experienced in their respective areas of expertise.  The staff at Novahead has extensive experience working with/for large national/international companies whose ability to respond to new technology requirements was slow and sometimes ineffective.  To overcome this problem NOVAHEAD has developed software that fulfills a current very pressing and important need of customers in a very creative and cost effective manner with flexibility to address future data integration requirements.

PROBLEM:
Companies and government agencies have spent hundreds of millions of dollars on both hardware and software and are now pressed with the need to integrate the information from these mostly disparate systems with information from other systems and planned future systems. For all companies and agencies the solutions to this issue are limited by budget and time constraints and their investment in the existing hardware and software cannot be summarily discarded.  Most improvements and solutions that are in development or testing tend to be mid to long-term and focus on new hardware and software insertion as the method to improve capabilities.  Though not unique to the government, the need to modernize yet control costs demand the creative use of available technology with a migration path to future modernization.  This paper will focus on the government’s modernization needs but realize that corporate America faces these same challenges. 

The National Strategy for Homeland Security outlined by President George W. Bush identified four unique component parts, among which, Science and Technology provide the key advantage to securing the homeland.  Sorting through and integrating different computer information systems from the 22 agencies slated to comprise the new Department of Homeland Security, along with participating state and local entities, presents a significant challenge.  Agencies selected to merge into the DHS bring a variety of disparate, separate databases with them.  Many existing databases operated by DHS-designated agencies, and systems run by other organizations expected to work closely with the Homeland Security Department are currently not mutually accessible.  The challenge will be to provide for secure connectivity and data flow between all legacy systems and at the same time allow for expansion and new technology insertion. 

SOLUTION:
NOVAHEAD’s Xponential Server software is uniquely capable to meet this need.  Data that was previously available only through multiple software applications and databases can now be accessed bi-directionally via a common interface.   Xponential provides ‘Any data to any device, wireless, and live’ and is enabled through best of breed technology.  Flexibility, portability, and scalability are realized on virtually any platform.  Utilizing Java and XML, Novahead integrates with legacy systems as well as the newest systems and databases on the market.  Being hardware agnostic, Xponential allows organizations to extend their previous IT Architecture investments.  Xponential exposes information from multiple data stores and multiple OS environments creating a holistic view of data resources in any environment.  

Xponential software is Java 2 based software that utilizes XML for business rules, queries, and output.  Organizations can access information from combinations of Microsoft SQL, Oracle, Sybase, Informix, MYSQL, PosgreSQL, XMIL, Cobol, EDI Documents, Text Files, Access, etc. Xponential obtains information from most data sources using JDBC.  On legacy Cobol or EDI data sources Novahead uses programmatic interfaces (compiled applications [Cobol 85] and or scripting interfaces [Linux]) to access data that does not have JDBC support.  Since Xponential is mostly Java and XML, organizations can utilize their current hardware infrastructure.  Xponential can run on any system that will run Sun's JVM 1.3. Combined with the ability to utilize multiple processors, servers, and JVM's, Xponential supports enterprise level usage.  

Security was the first underlying component built into the Xponential software.  Xponential addresses three distinct areas to deliver a comprehensive security package with data, contextual, and transport security.   Xponential meets major security requirements from its inception and has the flexibility to incorporate additional requirements as technology evolves and changes.  After service and application security is verified, the credentials that are passed for user login are cross-referenced against access to the data.  An alias can be used to secure a system login to the database, then Xponential acts as a data broker, further constraining the information delivered based upon defined business rules.  

Contextual security is predicated on the application security.  Application environments assume if a requesting individual has a specific token or password, they are granted access to the software.  Most software environments will track the user after login, but do not explicitly identify the user and their activity for later review for policy decisions and actions.  Xponential maintains a running account of whom an individual is from login, actions performed by the individual, and history logging until logout or session expiration based on user non-activity.  Another unique aspect of Xponential security within a contextual environment is the re-examination of credentials for every request.  Fulfillment reconciliation occurs in a multi-layered security context for defined resources.  Xponential will be as permissive as the authenticated role allows of the user within the context represented with every request.  Since security is implemented within the Xponential object model and not held in a general memory pool, security is applied extremely quickly without performance degradation.  Contextual security allows all software developed on top of Xponential to be shared inside and outside of organizations without the concern of users accessing data to which they do not have permission.

Transport security is a primary concern to any communication network across which data travels.  The ability to create an exact duplicate by simple observation of the target object is not enough to be reactionary to a security breach, Technologies such as SSL and SSH allow the creation of hardened tunnels through which meaningful observation becomes extremely difficult.  Novahead implements security controls using SSL, SSH, encryption, and or obfuscation.  It is not enough to have only secure computer systems, but also secure communication networks for those same systems.  Our approach to security ensures that Xponential is also fully compatible with secure legacy data systems.

NOVAHEAD’s Xponential Server software delivers enterprise security, reliability, flexibility, and portability in virtually any environment.  Disparate databases now can communicate interactively on a level that delivers holistic views of organizational data resources.  
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